Placing Relay Nodes for Intra-Domain Path Diversity

Meeyoung Chh Sue Mooii, Chong-Dae Park and Aman Shaikh
fKorea Advanced Institute of Science and TechnologyAT&T Labs — Research
mycha@an.kaist.ac.kr sbmoon@cs.kaist.ac.kr cdpark@tclab.kaist.ac.kr ashaikh@research.att.com

Abstract—To increase reliability and robustness of mission- has focused on selecting good relay nodes based on measured
critical services in the face of routing changes, it is often desirable metrics or QoS constraints, assuming relay nodes are already
and beneficial to take advantage of path diversity provided by deployed €.g. RON [5], Detour [30], or OverQoS [37]).

the network topology. One way of achieving this inside a single .
Autonomous System (AS) is to use two paths between everyHowever, none of these works tackle the problenplaicing

Origin-Destination (OD) pair. One path is the default path defined ~ the relay nodes wellwhich is the focus of this paper.

by the intra-domain routing protocol; the other path is defined as To benefit from an overlay network of relay nodes, we en-
an overlay path that passes through a strategically placed relay vision applications using both the default and overlay paths all
node. The key question then is how to place such relay nodesine time thereby doubling the consumed network bandwidth.

inside an AS, which is the focus of this paper. - - . S
We propose two heuristic algorithms to find the positions of We believe that this redundant bandwidth usage is justified

relay nodes such that every OD pair has an overlay path, going When users of these applications are willing to pay or the

through a relay node, that is disjoint from the default path. total bandwidth consumed is not significant, as in the case of

When it is not possible to find completely disjoint overlay paths, \o|P applications.

we allow overlay paths to have overlapped links with default Routing in the Internet forms a two-level hierarchy: inter-

paths. Since overlapped links diminish the robustness of overlay - . .

paths against a single point of failure, we introduce the notion domain _and intra-domain. B_GP (Borde_zr Gaj[eway Proto-

of penalty for partially disjoint paths. col) [35] is thede factostandard inter-domain routing protocol.
We apply our algorithms on three different types of topology BGP route selection process is governed by policies set forth

data — real, inferred, and synthetic — and show that our py network administrators of individual domains or ASes

g'gfr“hmf find re'ayh“Odestf Closek'to'mi”ilm”m pelna'tyhus";]g (Autonomous Systems). On the other hand, several routing
ally topology snapshots and network event log, we also show that protocols are used for intra-domain routing; OSPF [25], IS-

our choices for relay nodes are relatively insensitive to network .
dynamics; which is very important for a placement algorithm to 1S [8], and EIGRP [4] being the popular ones. These protocols

be viable and practical. assign weights to links and employ shortest path routing in
Index Terms—Routing protocols, Overlay networks, Path di- t€rms of the link weights. The complete end-to-end path is a
versity. concatenation of several shortest paths within ASes and inter-

AS links chosen by individual ASes’ BGP policies, and is

I. INTRODUCTION AND MOTIVATION not determined by a smgle AS or policy. Thus path diversity
) ) ) for end-to-end connections that span multiple ASes should be

Link and router failures are frequent in the Intermet [22} 4y o556 in both intra- and inter-domains. For this work, we
[27]. Routing protocols are used to detect suc_h failures aRtus on the relay placement problem within a single domain
route arlound them. Howeve;, ?lhe convergence tlrr;]e for routigg an As by exploiting the path diversity available within such
protocols to rgute around fai ureﬁ 1S often. In tfe orﬂelr cH(etworks, and leave the problem of relay node placement in
seconds or minutes [ﬁ?’], [17]. T eddownsalde Of SUCh 10"fe inter-domain context as future work. To the best of our
convergence time Is that certain end-to-end connections May,jeqge, this is the first paper to address the relay placement
experience seconds or minutes of outage [7]. No QoS (Qual Yoblem in the intra-domain context
of Service) guarantee mechanism could protect users fOMyjiin an AS, the overlay path consists of two shortest
this outage due to transient routing instability in today'§,ins: one from the source to the relay node and the other
Internet. To increase reliability and robustness of missio om the relay node to the destination. We assume that every
critical services in the face of temporary end-to-end pajye is a relay candidate, where relay nodes are simply routers
outages, _|t is pften d_eswable and beneficial to take advant%ﬂq relaying capability. Our aim is to find positions of relay
of path dlversf|typr|0\(|Qed byhtrég network topology. de ins nodes such that every OD (Origin-Destination) pair inside a
h One Wayko explomng pilt versity Is tlo use ano ﬁ '?IS' fomain has an overlay path that is completely disjoint from the
t_e network to relay pac ets_ over an alternate _pat that y&tault path. Unfortunately in reality, it is often not possible
different from the default rout_lng path; we term this alternatf-b find completely disjoint paths for all OD pairs. As a result,
path as arnoverlay path Previous work on overlay routing e 4jiow overlap between the default and overlay paths while
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overlap. To quantify the extent of the overlap and resultifigrmulated ag:-median ork-center problem [11]. Ik-median
quality degradation of overlay paths, we introduce the notigoroblem, the objective is to find medians among all possible
of penalty, and develop heuristic algorithms to find relay nodg®sitions to minimize the sum of distances from each vertex
that incur close to minimum penalty. to its nearest median. lh-center problem, the objective is to
We evaluate our algorithms on three different types ahinimize the maximum of distances to its nearest center. The
topology data — real, inferred, and synthetic. We show thabjective of our problem is to minimize the sum of overlaps
with a small number of relay nodes (typically fewer than 10%etween the default and overlay paths. The formulation of our
of the total number of nodes), network resilience increaspsoblem is unique in that: (1) our work focuses on providing
significantly against a single point of failure. We also usdisjoint paths and assign a relay node to each OD pair (while
daily topology snapshots and network event log from a tieriEmedian andk-center assign a median or a center to each
ISP to evaluate the efficacy of the algorithms against netwankde); (2) the objective term to minimize is the overlap
dynamics. Specifically, we show that the relays selected bgtween two paths (while in other problems, it is distance or
our algorithms not only provide complete protection againgelay); and (3) our problem lies in a non-metric space. A cost
75.3% of failure events and over 99% protection against 92.8¥nction in a metric space must be positive and symmetric,
of failure events, but they also remain effective over severahd must satisfy the triangular inequality. However, triangular

months under dynamic network conditions. inequality does not hold in our cost metric [10].
The rest of the paper is organized as follows. We describe
related work in Section Il. In Section Ill, we formulate the I1l. RELAY NODE PLACEMENT PROBLEM

relay nod_e placement problem f_:md present a definition ofWe model a network as a gragh(V, E), where V' is a
penalty with some practical considerations. We also propose,

- . . . . et of nodes and? is a set of directed links between pairs
our heuristic placement algorithms in this section. The eval; . .
. . ) . of nodes. A path is a finite non-null sequence of nodes and
uation of placement algorithms follows in Section IV. |

Section V, using daily snapshots and event log, we show hrl)i\?vks between a pair of nodes. We term the start node of a
' Y y shap 9 . V\?ath as an origin, the end node as a destination, and the node
our relay nodes perform in the face of network dynamics. We

discuss issues for further work in Section VI, and conclude %al.r as an OD pair. Every Ilnk.m the network is assigned a
Section VII weight, and the cost of a path is measured as the sum of the

weights of all links along the path. As we limit our study to
intra-domain routing, we assume that Shortest Path First (SPF)
Il. RELATED WORK routing based on link weights is used. If two paths do not have

Exploiting path diversity for fault tolerance and load hai@Ny common link between them, we call thefisjoint
ancing was first introduced by Maxemchuck dispersity
routing [23]. Since then, quite a few papers focusing on the
selection of good overlay paths based on measured metrics,
congestion control, or QoS constraints have appeared in the
literature [5], [12], [26], [30], [37]. Recent works have pro-
posed ways of using overlay networks in the security context.
Lee et al. have proposed a distributed way of constructing
an overlay network against link attacks [18]. &f al. have

proposed using overlay paths for resilient delivery of security ) o _
updates [19]. All these proposals, however, assume that L:E/ge]r-r'nineza;)fgcth?rini’r;—(?ol?ngiilrrolitigogu;)er?)tglc?)rr?uawn?ngp %Hﬁin({ﬁ?%g)pg:%
relay (or overlay) nodes have already been deployed. overlay path (that passes through a strategically placed relay node).

In terms of real-life deployment, many overlay networks
have been constructed, often in an ad hoc fashion. MBoneFig. 1 depicts the idea of using disjoint overlay paths.
the overlay network for multicast communication, comprisd$ packets from the origin are duplicated and sent along
of multicast-capable border routers at ASes and a set di§joint overlay paths, any disruption on either path causes
intermediary nodes [9]. PlanetLab is a network of over 5080 impact on the other path. However, if multiple links fail
Linux PCs all around the world that serves a large number sifnultaneously, both paths may be affected. In real networks,
research projects involved in testing, deploying, and debutre chance of network components located physically apart
ging new services [3], [28]. PlanetLab nodes are hosted iy fail at the exactly same moment is extremely slim. As the
volunteers; and no topological constraint has been imposgaial of this work is to improve network resilience in the face
on how they are placed. Resilient Overlay Network (RON)f transient routing instability (that is, during the period of
is an application-layer overlay on top of the existing Internebuting convergence), we only consider single link or router
routing substrate [5]. RON has about 50 machines that daflure events throughout this paper.
located world-wide, but the majority (80%) are in the United We now define the relay node placement problem as follows.
States. Given a networkG of n nodes and the number of relay nodes

Server placement problems hold some similarities with oér (constrained by available network resources), we want to
work in that they also focus on finding an optimal solutiofind & positions of relays in the network such that every OD
for resource locations [15], [29]. Often these problems apair finds an overlay path that is maximally disjoint from the
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default path. We use the concept of penalty to quantify theave overlapped links between the default and overlay paths.
overlap in paths. Our approach is based on the static analysi©wkrlapped links will diminish robustness since a network is
network path diversity using a topology snapshot of a networlless resilient to link or router failures. In order to quantify
and at this point, we simply assume that an equal amounttb& quality degradation from overlapped links, we introduce a
traffic flows between origin and destination of every OD painotion of penalty in the next section.
However, real traffic matrix of a network is highly dynamic,
and we discuss how we can incorporate non-homogenegys
traffic matrix in Section VI. ) _ _ )
Before we introduce our method to find relay nodes for First, we consider a way to quantify the impact of a
disjoint overlay paths, we introduce how path diversity jgarticular link failure on a path. We use notation— d to
characterized in typical ISP networks. Then, we iIIustran‘a-zenote a collection of shortest paths from ned® d. When

the key concept of our idea along with two relay placemeffer is only one path betweenandd, we treato — d as a
algorithms. single path. When there are multiple shortest paths between

andd, we assume traffic is evenly split among those paths and
. o : . treato — d as a collection of paths. We define an indicator
A. Path D|verS|ty in Intra-Domain Routing and Its Impact OQ/ariabIe,ond,l, as the probability that a packet routed frorto
Relay Selection d encounters the failed link, That is,Z, 4 is the conditional

Typical ISP networks are known to have high level of pathropability that pathv — d fails given that link! fails.
diversity in their IP layer topologies [14], [38]. Fig. 2 shows an

example of a large AS, consisting of a collection of physical Zo,a, = Plo — d fails |  falils] 1)
locations called Point-of-Presences, or PoPs. Within a PoP, an

access router (denoted as AR) is connected to two Or MOreryq jngicator variable quantifies the impact of a particular
backbone routers (denoted as BR) with equal link weights fi bk failure on a given path. Whef, ;, — 1, a packet from
fault tolerance and load balancing [14]. Typically, parallel Iinkg to d always goes throug.h link ?Herefo,re o — d will
between a pair of two PoPs are assigned the same weight. ASgainly fail, if link { fails. Otherwise, ifl is not used on any

Measure of Penalty

result of such link weight assignment, multiple shortest patIB%th ofo — d, T, 4, = 0. In this case, failure of is irrelevant
exist between the access routers in two PoPs, and they e _ 4 Whenfadl is between 0 and 1 (sa), it means
called Equal Cost Multi-Paths (ECMP) that some paths im — d include ! and others do not. If a
packet is routed through a path that includes the failed link,
Inter-PoP @ it will be lost. Therefore,o — d will fail with probability p
if [ fails. This happens when ECMP exist. We say- d is
X, affectedby a link failure ofi, if Z, 4; > 0. Fig. 3 shows an
@ example of how traffic is evenly split among multiple shortest
paths and hoviZ, 4, value is computed for every link.
Intra-PoP
Fig. 2. Path diversity is available in typical ISP networks. It is often not
possible to find completely disjoint overlay paths for all node pairs.

0.25 0.125

When there exist ECMP between an OD pair, traffic is split
equally among the multiple shortest paths, but each individual 0.5 0.75
flow (a group of packets with the same 5-tuple: a source IP
address, a source port, a destination IP address, a destinag‘l%ﬂgl'mk
port, and a protocol) is routed along only one path

ECMP plays a positive role against link failures. Sridharan We calculateZ, ;; by extending Dijkstra’s shortest path
et al. have reported that ECMP are helpful in aVOidin%lgorithm as follow

ent | inst link fail d ows. Given a network and a source node,
transient loops against link failures [34]. However, end-to-engle gyore 51 the shortest paths to each destination instead of

connections are still susceptible to outages from link fa”“resctoring a single path. Let*[o, d] be a subgraph of induced

and disjoint oyerlay p"’.“hs ShO.UId provide inpreased level 8{/ all the shortest paths from soureeto destinationd. For
protection against detrimental impact of routing changes. onvenience, we considé*[o, d] as a directed acyclic graph

Since a node has finite degree, ECMP may exhaust all lin g). Once dag*[o, d] is found for an OD pair, we traverse
out of a source for an OD pair and leave no link for a disjoi “[o, d] by inserting a unit amount of virtual flow at the root

overlay path. In our previous work [10], we have reporte .e,, source). We let the total amount of the incoming flow be

that a significant portion of OD pairs fail to have completel}équal to that of the outgoing flow (which is split evenly to all

disjoint paths due to topological structures or link weights; f%e outgoing links of the dag). Once each likjs assigned
some realistic topologies, as many as 75% of OD pairs failgdi, the amount of flow for each OD pair, fromto d, this
to have completely disjoint paths. In this case, we are fOVCGd\}Qme is equivalent td@, ' '

10ften, hash functions are used to split traffic equally amongst ECMP andG'Ven an_ oD p.a"(07 d), we usellyq to denote the pI’Obabll-
forward packets of a flow along the same path. ity that a single link failure affects path — d, and calculate

Fromo to d, traffic is evenly split among the shortest paths. For
l, I, 4, value is given.



it as follows. minimized. Therefore, we state theglays with the minimum
penalty provides overlay paths with robustness against a single

Koa = P[o— dfails| single link failure] point of failure, be it a link or a node
- 1 ZZO 0l 2) Having defined the penalty for a given OD pair and a single
Bl = relay node, let us now extend the definition to a set of relay

nodes,R. Since our objective is to determine the positions of
We use notatiom — r — d to denote the overlay path fromrelay nodes such that every OD pair has a maximally disjoint
nodeo to d via relay r, which is formed by concatenatingoverlay path, we should select a relay= R that yields the
the default shortest paths from the source to the reila@y, ( least penalty value given by (3). Accordingly, the penalty value
o — r) and from the relay to the destinatione(, = — d). of (o,d) under a relay seR is:
Fig. 4 shows an example of a default path (drawn in solid

line) and an overlay path (drawn in dotted line). Koa(R) = min{Koa(r)|r € R}. “)
Finally, we define theotal penalty P(R) of using a relay
4 set R for all OD pairs as follows:
overlay path """ ", )
P(R) =) Koa(R), RCV,|R <k ()
0 O o o—dd Voud
default path Given this, our objective is to find a subsBtof V' such

overlapped link i o s ) )
that P(R) is minimized, wheréR| is not greater than a given

Fig. 4. Solid and dotted lines denote the default and overlay pathglue, k.
respectively. For resilience, we introduce the notion of penalty based on the
overlapped links.
Now let us consider when an overlay path is used along Wiﬁ'l Placement Strategies
the default one. If both paths have a common link as in Fig. 4, Now we present our placement strategies to find a relay set
the failure of that link affects both the default and overlayt of a fixed sizek such that the total penalty given by (5) is
paths. If two paths have no common link, then a single linfinimized. Given a grapti(V, £) of n nodes and the number
can only affect one of the two paths. That is, either the defa@it relay nodesk, an optimal solution is a subsét of V'
or overlay path is transparent to the link failure. Therefor&ith the least total penalty. We denote the optimal solution as
we consider the fraction of traffic carried on the overlappe@ptimal in the rest of the paper. The optimal solution can be
links (between the default and overlay paths) as a measurd@mulated using 0-1 integer programming (IP) [31]. The IP
penalty for using partially disjoint paths. formulation of our problem is given in the Appendix. While
Given an OD pair(o,d) and a relayr, we useK,q(r) to Optimal gives the best result, it is unlikely that an efficient
denote the probability that a single link failure affeets- ¢ Method for solving it exists due to computational complexity.

ando — r — d simultaneously, and calculate it as follows. In our simulation, we comput®ptimal for only limited cases
whenk is significantly small compared te. In the following,

Koa(r) = P[botho—dando— r — d fail we present two efficient heuristic algorithms: greedy selection
| single link failure] and local search. These two heuristics are simple and intuitive
1 while delivering good performance.
= | Zzo,d,l(zo,r,l +Z41) (3)

IeE e Greedy Selection Algorithm: In our greedy selection, we
begin with an empty sek. Then we add a relay nodeto R

We can see from the definition that the penalty of a relayat incurs the maximum decrease in the total penalty given
node is zero when the relay provides a completely disjoiby (5). We iterate this process of adding a relay node one by
overlay path for an OD pair. It is interesting to note thadne toR until R hask relay nodes. We refer to this approach
the penalty value directly reflects the quality of an overlags Greedy.
path. If this value is fairly small, overlay paths have very few
overlapped links with the default paths. Accordingly, networ relavs and keen imoroving our solution with a sinale swa:
is more resilient to arbitrary single link failures. For networlA Y P Imp 9 9 P

- . . . . . single swap involves removing a rel and adding a
resilience against single link failures, we propose using overla 9 P 9 aye 1 9

) ; )
paths that are as disjoint as possible from the default patﬂéw relayr’ ¢ R, if the total penalty is reduced. We repeat

Or equivalently, we aim at finding a set of relay nodes thg{ngle swaps until there are no improvements. As its name

minimizes the penalty given by (3) for all OD pairs. suggests, the solution produced by this algorithm is a local
In fact, relay nodes with link disjoint overlay paths enforcd pt!mum that may or may not be far away from the global
overlay paths to be also node disjoint. This is due to tho&tlmum. We refer to this approach kecal.

SPF routing and ECMP: if two paths share an intermediateDetailed algorithms oGreedy andLocal are given in [10].
node, then the two paths cannot be link disjoint. By choosirigpr comparison, we consider two other potential strategies:
relays such that the overlapped links are minimized (or tlime that chooses a random set of relay nodes, referred to as
penalty value of (3) is minimized), the chances of overlaRandom, and the other that selects nodes in a decreasing order

and default paths having the same intermediate nodes is alémode degree, referred to Begree. Degree represents an

Local Search Algorithm: We start with an arbitrary set of



intuitive strategy that should favor highly connected nodes as
relays.

IV. EVALUATION OF PLACEMENT ALGORITHMS

In this section we perform detailed analysis of Gineedy
andLocal algorithms, along with the two othéandom and Fig. 5. Abilene network
Degree algorithms. In Section IV-A, we introduce topological

datasets used in our evaluation. In Section IV-B, we compa}[%re, link weights are assigned proportional to geographical

the four placement algorithms in terms of total penalty thec)ﬁstances (or delay). It is important to observe that Rocket-

incur. In Section 1V-C, we delve into the topological structurefsuel topologies are subject to inference errors. In particular,

(rjélgjt:]vc?drgz and investigate their impact on properties of thl%ixeiraet al. showed that Rocketfuel has significantly more
’ path diversity than the real topology in case of the Sprint

network [38]. We note that overestimated path diversity may
A. Types of Network Topologies give better result with our algorithms by increasing the chances

We use datasets drawn from three different types of topolfor finding disjoint overlay paths. We also point out that the
gies: real, inferred, and synthetic. Ideally, we would hawesult in [38] only applies to Sprint's Rocketfuel topology, and
liked to evaluate our algorithms on several real topologiesiay or may not hold for other topologies.
but we only have access to a couple of such topologies. ThusSynthetic topologies are generated usBIITE an Inter-
we supplement our evaluation with inferred and synthetitet topology generator [2]. We use the flalbert-Barabasi
topologies. Table | summarizes the network topologies usawdel [6] which generates router-level topologies. Each of the
in our evaluation. Each topology is listed with its type, nam&RITE-generated topologies hasiodes and a minimum node
number of nodes and links, and minimum and maximum nodegree ofd, and is denoted as BAd. Our settings in BRITE
degrees. reflect incremental growth and preferential connectivity [24].
We use latency of each link as its weight, where latency
is calculated proportional to distances between nodes. Node
placement is based on a heavy tailed distribution. While

TABLE |
SUMMARY OF DATASETS

Topology | Topology | Nodes | Links Degree the Albert-Barabasi model approximates scale-free networks,
Type Name # # (min,max) recent work by Liet al. have suggested a different model —
Real 1 pbtene 1 2ol <ato | 25 o0 where low degree nodes are at the core and high degree nodes

Inferred | Exodus 79 147 112 are at the pgriphery of the network — which is cor_msidgred a

Ebone 87 161 1,11 better reflection of real networks [20]. We use thilieuris-
_| Tiscali | 161 | 328 1,29 tically Optimal Topology (HOT)nodel, which consists of 49

Synthetic | BA50-2 50 81 2,17 4122 W it link weiah

BA100-2 | 100 197 2 25 core routers an gateway routers. We use unit link weights
HOT 171 440 1,10 for all links.
mesh 64 112 2, 4 We consider three more networks of regular structures, a
torus 64 128 4, 4 . .
ring 64 64 2 2 mesh, a torus, and a ring, each of which has 64 nodes. A

Note: the number of bi-directional links is given lrinks (#)column.  Since meshhas its nodes placed in a 8._by_8 square grid, where
we consider uni-directional links in our algorithr¥z| should be doubled. NOdes at the edge of the square grid have lower node degrees
For example, Abilene has 28 uni-directional links. than the ones in the center. #hrus has a similar topology
to that of a mesh, but the edges wrap around when they

Two real topologies we use are those of Abilene and a&poss the square grid’s boundary. Nodes imiray network
operational tier-1 ISP backbongbileneis a high-performance form a circular shape. We use unit link weights for all links.
Internet2 backbone network for universities and research lalhile these regular graphs are not particularly realistic in their
ratories in the United States [1]. We use the Point-of-Presenggwork configurations, they provide a more neutral context
(PoP) level map of Abilene. We assume a unit weight for ea¢br evaluating our placement algorithms. By considering a
link (which essentially simulates a hop-count based routingjariety of networks, we hope to avoid drawing conclusions
Fig. 5 depicts the topology of Abilene, where three relayhat may be attributable purely to topological idiosyncracies
chosen are denoted as triangleShe operational tier-1 ISP of a particular network.
backbone simply referred to as the Backbone in the rest of
the paper, has an order of magnitude more nodes and liks Comparison of Total Penalty

than Ab||¢ne. Due to proprietary nature of the data, Table | \We now assess the performance of our heuristic algorithms.
only provides approximate values for the parameters of t

) . . 6 compares the four placement algorithms in terms of total
topology. We also use real link weights from the Backbone J P P g

Ity, gi they i . Th f rel
We use three of the inferred ISP topologies generated Eena Y, given by (5), they incur. The number of relay nodes

: ) s a range of 1 t& (k < n). Total penalty is normalized
Rocketfuela router-level ISP topology inference engine [33 uch that 100% represents when only default paths are used.

2Whenk = 3, Local, Greedy, andOptimal algorithms all select the same As all our algorithms are based On_ heuristics, it i$ hard to
set of relay nodes as in Fig. 5. fathom how far they are from the optimal case. As it is hard
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Fig. 6. Performance comparison of placement heuristics on real, inferred, and synthetic topologies. Since all the nodes in torus and ring networks have the
same node degrees, we did not lDagree on these networks.

to capture the minimum total penalty for all possiklealues, A horizontal straight line at the bottom of each graph in Fig. 6
we only compute the lower bound on total penalty when dhdicates LB. While LB represents the least total penalty,
n nodes are used as relays. We define a lower bound, LB,fiofding the minimum number of relay nodes that achieve LB
P(R) in (5) as below: is a different problem. We use a Set Cover approximation
method [32] and obtain an estimate for the minimum number
of relay nodes that produce LB. This estimate is denoted as

(6)
. ] LB* and marked with a square in the figure.
Conceptually, LB captures the notion of each OD pair desig-

nating a relay that incurs the least amount of penalty amongin all casesGreedy andLocal consistently perform better
all n nodes. Under the assumption of using a single relay pian Random and Degree. A possible explanation is that
OD pair, LB represents the least total penalty for any topologsince Random represents the case when no planning is used

LB = P(V).



in relay node placement, whilBegree places relay nodes attopological structures affects the placement heuristics and
the topk nodes in terms of node degrd@egree’s relays are analyze the properties of the relay nodes.

likely to be heavily involved in the default paths of many OD . :
S . . 1) Impact of Topological StructurestWe observe that in
F;;s,smcreasmg the number of overlapped links when used#a}a 6, HOT model has a LB value of 30%, which is larger than
yS. : ﬁnost other networks, where LB is around 10%. We discuss
Intuitively, as we place more relays in the network, O . o .
} . ' . what attributes to this high variance and how structures of the
pairs are likely to find overlay paths with less total penalt

That is, more OD pairs are likely to find overlay paths th;{ pology in gengral (and Internet-like topologies in particular)
affect the selection of the relay nodes.

are disjoint from the default ones. However, the reduction . .
. or each topology, we examine OD pairs for whom only
in total penalty saturates when we place enough number of = ; . . .
. o . . ery little or no improvement is achieved with overlay paths.
relays in the network. This is evident from Fig. 6, where a . . oo .
. ; . onsider the Abilene topology in Fig. 5 with three relay nodes.
curves flatten out after a while. The knee point of saturatlonAsssumin hop-count based routing is used. traffic between OD
different for each heuristid.ocal and Greedy tend to reach g hop 9 '

: . pair (S, N) is evenly split between two paths: the upper path
the knee points with smaller numbers of relays. hat goes viaD K IC and the lower path that goes vig? AW .

In all graphs in Fig. 6, the gap between the total penalh4 this case, all possible overlay paths result in total penalty

of our heuristics and that of LB is substantial when less tha S .
5% of nodes are chosen as relays, and it is hard to know h8l\;t|/vat least2/28. Similar case applies foT’, ). Another

close the total penalty is t@ptimal for the given number apparent example is between O.D P, I).’ where disjoint
X overlay path cannot be found using the given relays.
of relay nodes. Although we cannot comp@etimal for all . . . .
. . : From our analysis, pathological cases where OD pairs fail
possible values of due to computational complexity, we ca ) . : :

. L o find good quality overlay paths are prevalent in typical
compute it wherk is significantly small compared . For a ISP networks. This is due to the fact that a tvpical ISP
subset of topologies, namelpilene, Backbone, HOT, and T yp

. network topology is not completely random, but has structural
mesh, we calculate results fro®ptimal and compare them o .
. . . regularities. For example, the number of links connected to a
with Local and Greedy. Fig. 7 plots the total penalties from

Local, Greedy, andOptimal as a ratio against that of LB. A nodg does not vary over a wide range, but is limited by the
. L . aximum number of slots and ports on a router. Also routers
ratio of 1 indicates that the total penalty is the same as L%

(which is calculated assuming the number of relays)isEven cated at one PoP are connected in such a way that traffic

thoughLocal andGreedy are not optimal, total penalties fromOUt of the PoP is aggregatepl and sent_ ouf[ through a small
. - . . number of routers, thus forming a certain hierarchy between

these simple and fast heuristics are almost identical to thase : - . :
from Optimal. The results for other topologies are similar téouters as illustrated in Fig. 2. Between an arbitrary pair of
i nodes (AR,BR) within a PoP, it is unlikely that there is a good

the four cases shown in Fig. 6, and we omit discussion on lity overlay path. HOT model has the highest LB since all

u

those due to lack of space. We conclude that our placem(%gg1 ) .
- : . o gateway routers are singly linked to one of the 49 core
heuristics, though simple, deliver near-optimal performancer.outers_ Fig. 8 shows the node degree distribution of HOT

network, where the overall distribution of degree is heavy-

. Backbone Abilene tailed. A torus, on the other hand, has many paths between
= = = Greedy 4 the OD pairs, and therefore, overlay paths are often no worse
3 —+— Local 3 than the default paths.
o Optimal

ratio

ratio

2 ) 10
S g -
1 lower bound 1 1 lower bound _§’ —_
0 5 10 0 20 40 60 o ° -
# relays (%) # relays (%) B
HOT mesh <,
4 4 0 50 100 150
node id sorted on degree
3 3

Fig. 8. Node degree distribution of HOT network

ratio
ratio

Noting that topological structures of networks vary over a
i SINPUR - + wide range, especially between the synthetic and real ones,

T T T 1
1 lower bound 1 lower bound . . .
A 0 s 5 5 we next examine how this affects the properties of the relay
# relays (%) # relays (%) nodes.
Fig. 7. Ratio of total penalty against the lower bound 2) Relay Node PropertiesTo see which nodes are chosen

as relays for each heuristic, we measure the following three
metrics and observe whether relays are selected at the core or

C. Relay Nodes at the periphery of the network.

So far, we have evaluated the performance of our placement Node degree - the number of incident links of a node
heuristics on a set of topologies. We now discuss how thees Hop count - average hop count to other nodes
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Fig. 9. Distribution of the relay nodes by Greedy (G), Local (L), Random (R), and Degree (D) heuristics

o Path weight - average path weight (the sum of linknodel.
weights along the path) to other nodes When 5% of nodes are chosen as relaysgree yields

Fig. 9 plots the distributions of the above three metrics gfgnificantly smaller hop counts and path weights thanal
the relay nodes selected I§reedy, Local, Random, and andGreedy for Ebone network. This implies routing in Ebone
Degree (denoted a5, L, R, andD, respectively). Due to the network is done in a way that OD pairs prefer paths (by
space constraint, Fig. 9 shows representative results from ol costs) that go via nodes with high degree compared
Ebone, Tiscali, and HOT networks. The remaining plots at@ nodes with low degree. Therefore, high degree nodes are
included in [10]. For each metric and placement heuristic, vg€cessible with smaller hop counts by arbitrary nodes. When
set the number of relay nodes to 5 and 10% of the nodes. TH¥% of nodes are chosen as relays, the gap between the
maximum, median, and minimum values of the relay nodéstribution of each heuristic becomes less noticeable. In case
distribution are displayed using error bars. For each metrRf Tiscali network, similar observations hold true, however in
the maximum, median, and minimum for the entire topolod§ss noticeable form. This is because Tiscali network has more
are drawn in dotted lines. Lines for median and mean nofigh degree nodes than Ebone network.
degree for HOT network overlap in Fig. 9(c). In summary,Local and Greedy tend to avoid nodes that

In terms of node degree, relay nodeslmcal andGreedy are the highest in node degree at the cost of taking a “detour.”
are selected near the median distribution of the overall nodegen though high degree nodes seem like a good choice in
for Ebone and Tiscali networks in Fig. 9(a) and 9(b). Aterms of hop count and path weight metrics, we note that those
expectedDegree’s relays are those with high node degreesiodes are likely to be heavily involved in default paths of many
The result ofRandom varies for each trial, but the medianOD pairs, making them inappropriate for use as relays.
degree of the relay nodes Bandom stays close to that of In large networks, detour through disjoint overlay paths
the overall nodes. In case of HOT model in Fig. 9(c), relagould cause some OD pairs to traverse longer paths, thereby
nodes byl ocal andGreedy show unusual distribution in their increasing the delay between those OD pairs. In practice,
node degree as well as in hop count and path weight. Thisoigerational backbone networks provision their networks such
due to the heavy-tailed node degree distribution of the HQMat the average load on each link and the average end-to-end
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Fig. 10. Comparison of total penalty by different relay placement strategies

propagation delay are below a certain threshold agreed uganthe first simulation, the set of relay nodes is determined
in Service Level Agreements (SLA). Our algorithms can ben Day 1 and remains fixed throughout the entire time period
easily modified to meet both these requirements of networieferred to asnitial placemen}. In the second simulation,
if we are given the traffic matrices (for both the default anthe set of relay nodes is determined (optimized) daily based
overlay traffic), latency of each link, and the detailed SLAn the corresponding topology snapshot (referred tdaily
requirements. (More discussions follow in Section VI.) relocation). In the third simulation, we calculate LB given
by (6) for daily snapshot. Again, the total penalty here is
V. SIMULATION UNDER DYNAMIC NETWORK CONDITIONS  normalized such that 100% represents the case when only
So far, we have used static topology snapshots for determitefault paths are used in each snapshot.
ing relay node placement. In practice, network topologies areFig. 10 shows that the relay nodes from the initial placement
dynamic due to provisioning, technological and architecturatheme perform nearly as well as the daily relocation scheme.
changes, planned maintenances, and failures. In this sectiéfiien the number of relay nodes increases from 5% to 10%,
we examine how our heuristic algorithms perform unddhen both schemes almost match the lower bound, LB. We
dynamic network conditions. In particular, we conduct twgote that our placement algorithms are not very sensitive to
sets of simulations: (1) we use a set of network topologietwork dynamics. As long as the network topology does
snapshots of three months, taken at the same hour each a&y,change significantlye(g, partition of network), our relay
and examine whether the relay nodes selected at the beginriiages selected based on a topology snapshot are effective
of the period are still effective over time; (2) we use a networven in the face of dynamic network conditioresd, several
event log of six months and calculate the fraction of traffic th&aeuter/link failures or link weight changes).
is affected by network events with and without relay nodes. The normalized total penalty in the figure mostly remains
We use the topology snapshots and event log of the Backboweder 15%, but fluctuates over 15% a few times temporarily.
In the following simulation, again, we assume equal amount ®his is mainly due to the fact that snapshots of the Back-
traffic flow between all node pairs. Note that this traffic matrikone were taken during the maintenance window, and thus
is hypothetical and does not reflect the real traffic volume #ie network might have not converged yet at the time the

the Backbone. snapshot was taken. In fact, we have verified that, in topology
snapshots where total penalty surged, several link weights
A. Using Daily Topology Snapshots were temporarily set high, making those links unavailable for

We use daily topology snapshots of 113 days taken durifl ffic. Thls decreased the chance for OD pairs to find non-
October 1, 2004 to January 22, 2005. Each snapshot has grlappmg _overlay paths.
own set of IGP link weights. The overall numbers of node gain, using daily snapshots of the Backbpmee n_qte
and links vary with a standard deviation of 1.41 and 3. ’at our ch0|ce§ for Fe'aY nodes_are relatively insensitive to
respectively. We examine how much path diversity the re:’%wc')rk dynamlq§wh|ch IS very.|mportant for a placement
nodes fixed on Day 1 (Oct. 1, 2004) can provide over the ti orithm to be viable and practical.
period, compared to the case of relay nodes changing every
day based on daily topology snapshots. For simulation, we U3e Using Network Event Log
Greedy and choose 5 and 10 percents of the nodes as relaysiWe use a network event log that spans a six-month period
In Fig. 10, we display time-series evolution of total penaltfrom June 1 to November 30, 2004. The log contains five types
given by (5) from three sets of simulations over 113 daysf events: router up, router down, link up, link down, and link
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Real failures from a six-month event log
1 T T T

have no impact on traffic. Though lower than 50%, its impact
turns out to be less than we have expected. Detailed analysis
of these events show that link weights were manually set
high before the corresponding link failure event. Setting a
link weight to a larger value forces traffic to bypass the link,

lost for 92.8% failures: —= = % worst cases

0.8

AP L B i allowing a “graceful” link shutdown. The remaining events
07\ 7 . o f impact only a small fraction of traffic in the network; for
| Uptothese points, e d 0 ‘ 65.5% of failure events, less than 1% of traffic is affected.
' 65% events lost

CDF

© failure events lost Dol

When three relay nodes are used, they provide complete
resilience against 52.9% of failure events, which is a 17%
increase, compared to no relay node case. Better still, up to
77% of failure events affect 1% or less of traffic. When five
relays are used, network resilience to real failures increases
# relays =0 further. In this case, using overlay paths provide complete
. z:z:gﬁ jg protection against 75.3% of failure events and over 99% pro-

‘ tection against 92.8% of failure events. It is also worth noting

06 / 0% traffic e
/ P

0.5

less than 1% traffic |

]
7!
/
/
04 i
/
| 2

0‘3’3 : : “’2 - H"T “H“O :
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7

1C

Hypothetical traffic lost due to failure (%) that a small number of relay nodes chosen at the beginning
Fig. 11. Impact of failure events on hypothetical traffic with and WithOUpf. the period remains effective in p_rowdlng resilience against
relay nodes for a tier-1 ISP network failures over the entire course of six months.

VI. DISCUSSION ANDFUTURE WORK
weight change. Note that when a router comes up or goe§y this section we look at a number of ways in which our

down, all links incident on the router also come up or dowWRyqrk can be extended. Addressing them is beyond the scope

Sudden link or router down events usually cause temporaynis paper, so we leave them as part of our future work.
traffic loss for a number of OD pairs, resulting in service

disruption. On the other hand, for router/link up and linie Relay Architecture for Service Overlay Network: We have
weight change events, shortest paths are recomputed and €isioned relay nodes forming an infrastructure, a service
pairs may experience a route change (or a traffic shift) in thélyerlay network, for a value-added service. As stated in the
default paths. However, such a change has less detrimeftgloduction, we have assumed that relays are simply routers
impact compared to router/link failures [7]. Therefore, we onlyith relaying capability. If routers allow the IP option of loose-
focus on router/link down events in our simulation. It shoulource routing and end hosts use them, the service overlay
be noted that our algorithm is applicable and effective agairf@n be deployed without any modification to the existing
routing instability caused by router/link up and link weighfouters. Unfortunately, most service providers disable loose-
change events as well. source routing due to the security threat it poses and the
We assume that each node re-calculates its routes imrRE2CeSSing load imposed on the router CPU. An alternative
diately and instantaneously after each event. We realize tifid0 realize the relay nodes by attaching servers to routers as
assumption by updating the topology and recomputing tREOPOsed in [16]. _ _
shortest paths after each event. Relay nodes, used in th¥/& expect that certain routers may not be suitable as relays
analysis, are chosen based on the topology snapshot at (ﬁfézaus_e of their locations, limited number of interfaces, or
beginning of the event log.€., June 1st, 2004), and are kepponstramed CPU). We also note that average end-to-end delay
unchanged even though the topology changes as events unf8ic®verliay paths should be below a certain threshold agreed
We useGreedy and choose three and five relay nodes fofPon in an SLA. We realize these extra requirements by
the simulation. For each event (single/multiple link and/df€fining a set of routers usable as relays for a given OD pair
router failures), we calculate the fraction of hypothetical traffi@s 900d and the others abad For example, a router with
affected due to the failure with and without relay nodes. Agertain hardware specifications or higher may be set as good
defined earlier, a single link failure oh affects OD pair fo.r alloD pairs, whereas a router that provides an overlay path
(0,d) by I, 4, which is the fraction of traffic assigned towith delay twice or more than thgt of the defaL_JIt path may b_e
that particular link. In this way, we determine the fraction of€t @s bad for the given OD pair. Then, we incorporate this
traffic affected due to the failure for every OD pair. information by redefining the penalty of a relayor OD pair
Fig. 11 plots the simulation result, where the x-axis is thie: d) as Koy (r).
percentage of the affected traffic and the y-axis is the CDF of , Kod if » is bad foro andd
network events. The plot has three curves. The first one (drawn Koa(r) = { Koa(r) if r is good foro andd
as a solid line) shows the fraction of hypothetical traffic lo . o
due to failures when only default paths are used. The seczéuﬁ replacing (3) W'thKod(r)’ we enforc_e that bad relays are
(drawn as a dash-dotted line) and third (drawn as a dashed IiH8] S€lected by the OD pairs in equations (4) and (5).
curves show the cases when overlay paths are used along witReflecting Real Traffic Matrix: In this work, we have
the default ones using three and five relay nodes, respectivalysumed that an equal amount of traffic flows between each
When only default paths are used, 35.9% of failure even@®D pair. However, in real ISP networks, our assumption on
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homogeneous traffic matrix does not hold. We can easihaths for all OD pairs. We formalize the notion of penalty to

modify our penalty measures to reflect the real traffic matrguantify the quality degradation when partial overlap between
as follows. LetM(i,j) denote the amount of relative trafficthe default and overlay paths is allowed, and present two
volume such thaE\mevM(z j) = 1. By simply replacing efficient heuristic algorithms that choose relay nodes with
IE\ with M (o, d) in equations (2) and (3), we can obtain théhe penalty close to minimum. Using three different types of
penalty measures reflecting the real traffic flows. Given an Qmetwork topologies, network snapshots, and network event log,
pair (o, d) and a relay-, letC*,, andC*,(r) denote the fraction we show that a very small number of relay nodes (typically

of default and overlay traffic affected by a single link failurdewer than 10% of the total number of nodes), are sufficient to
based on real traffic matrix, respectively. Then, we calculapovide much heightened level of protection against everyday
them as follows. network changes.

There are a number of applications that can exploit path

ot = Mo d)- ZIovdvl ) diversity for improved QoS within an AS(g, on-line game
ek traffic, VOIP, resilient security updates, backup line for banking
sa(r) = Mo, d)- 210761,1(10,7-,1 +7Z.41) (8) system’s private network). We believe these applications can
l€E benefit from a path diversity service based on our work.

By replacing/C,q(r) with K} ,(r) in equation (4), total penalty
of a relay set, given by (5), now denotes the fraction of traffic
affected by a single link failure for all OD pairs under the real
traffic matrix. Greedy andLocal heuristics are still useful in Li
relay placement in this setting.

e Relay Placement in Inter-Domain Setting: A natural ex-
tension of our work is relay placement algorithm that provides
disjoint overlay paths for traffic that span multiple ASes.

Path diversity in inter-domain routing is more complicated,

due to scale €.g, consider all combinations of source and(?
destination) and the policy-governed route selection of BGRy
Since most ASes do not publish their routing policies (such as
local preferences in BGP), we may need to infer inter-domalﬁ’]
routing paths from the publicly available BGP feeds as in [21].

Potential challenges include: (1) AS-level path inference (since
BGP is policy-based); (2) asymmetries of AS paths [24.( [
forward and backward paths may require different relays); and
(3) realistic traffic matrix that span multiple ASes. Noting that6]
BGP’s best path selection is based on a destination pref'g
instead of a destination AS, relay nodes should be selected J

prefix, rather than per AS. Finding a small set of relay nodes
that minimizes the number of overlapped links under differentl
and partly unknown routing regimes is far more challenging[g]
We leave the overlay design issues in inter-domain setting for
future work. (10]

e Physical Layer Path Diversity: Our work considers layer-3 [11]
path diversity, which is distinct from the physical layer pat
diversity. At the physical layer, disjoint IP layer paths may
run over the same optical fiber. For more robustness against
link failures, cross-layer check for disjoint paths should
added [36]. Large ISP networks have access to their physical-
layer topology map, and thus intra-domain path diversity mai/l
be strengthened greatly by considering these maps.
[15]
VII.

In this work, we identify the problem of relay node placell6]
ment in an intra-domain setting for path diversity. An end-to-

CONCLUSIONS

end connection may use more than one path to guard agajm®t C. Labovitz, A. Ahuja, A. Bose, and F. Jahanian.

temporary outages from frequent network changes, provided
that those paths are completely disjoint. In reality, unfortLﬂIS]
nately, it is often not possible to find completely disjoint

2] R. Gibbens, F. Kelly, and P. Key.
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APPENDIX

A. Integer Programming Formulation

The objective function has a form that minimizes the sum
of all variables. More specifically, selecting relay nodes with
minimum total penalty is formulated as follows. The 0-1
variablesy;,i € V indicate whether the node is selected
as a relay, and the 0-1 variables;., i,j,z € V indicate
whether the relay nodgis used by OD paifj, z):

minimize > Kja(i)wije 9)
i,5,2€V

subjectto > @y >1 VjzeV, (10)
iev
Lijz S Yi Vi,j,Z € ‘/v (11)
dui<k (12)
iev

x5, € {0,1}, Vi,j,zeV,  (13)
Yi € {0, 1}, VieV. (14)



